Atea on suurim IT teenuste ja lahenduste pakkuja PGhjamaades

ja Baltikumis, tegutsedes Norras, Rootsis, Taanis, Soomes,

Leedus, Latis ja Eestis.

©O 0 O

1 turuliider 1 turuliider 84 kontorit
Pdhjamaades Baltikumis
667 tootajat Balti 128 miljonit eurot 4000+ klienti Baltikumis
riikides kaive Balti riikides era- ja avalikus sektoris

Sensitivity: Internal



Ervi Teearu
IT arhitekt, Atea Eesti

CISCO

(CCIE)

Enterprise
nfrastructur

~

CISCO
ERTIFIED

{caie)

10 YEARS |

~

@]

CISCO

CERTIFIED
&ECURI /

e Cisco CCIE 35497 — 10+ aastat

» Ateas Ule 7 aasta

 Panganduses ja telekommunikatsioonija IT
lahenduste valdkonnas to6tamise kogemus

» Cisco lahenduste kogemust 25+ aastat
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Wi-Fi Evolution

» 25 years of constant evolution with faster speeds and density

» Prior to 6E: Spectrum shared in two bands 2.4 and 5 GHz

Wi-Fi 7
2024

Date Rate 23 Gbps (max)
320 MHz Channed Bonding
4056 QAM

MLO, MRU, R-TWT

Wi-Fi 6E
2021

Date Rale: 9.8 Ghps {max)
80, 160 MMz Channel

m UL, DL MU-MIMO '
« BE and Above: Spectrum shared in three bands 2.4, 5 and 6 GHz ot ﬁi‘r‘éﬁg'f&m%hto
Dk Rate: 7 G () Wi-Fi 6 3x speed of
4 DL MUMIMO 2019 11ax
256 QAM
New 6 GHz Band
e cnmetoodeg  Wi-Fi 5 g <ol
m’tu; 54 Mbps (mex) :,’:‘Q“:“”o 2013 Wi-Fi
) B4 QAM B * More bandwidth
— Dafe Ral: 54 Mips (ex) 5 e Band Wi-Fi 4 /,%\\ High Efficiency
m -
20 MMz ;:Q(_;A:; Band . . 2009 ) @ & 4X CapaCity
o AL } loT Scal 5
. ' . A
. Wi-Fi 2 2004 ) cale ;
Wi-Fi 1 2003 —4 \\ + Cellular like Determinism
L=
1999 11a/g / - IT’ L. ® for high quality services 2 '
_—-—- = Q g » Higher power efficiency to
g g - ] accelerate loT adoption
— = « Extended outdoor range 2 EEI
@ 2% g l % g -~ « Better app. performance
D,i ﬂ -t in high density

deployments
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The 2.4 GHz and 5 GHz bands today

2400 2500 Terminal
o e S 5170 5250 5330 5490 Doopier 5730 5735 5835
' ! MHz MHz MHz MHz Weather MHz MHz  MHz
L : 5 : Radar i :
‘A A {? : §
3x 20 MHz channels fﬁ‘ f i : : ﬂ“ 1 F*. | Eél YF
1 'ﬂ, 25x 20 MHz channels || F‘f | J( | il | §
o ANNEE ARAE
,- , . Fmp———
\_\__)' ‘
( 12x 40 MHz channels ! |
802.11b/g/n/ax i i

6x 80 MHz channels |

2x 160 MHz channels

"U-NII-1 U-NIl-2a  U-NIl-2¢ (Extended)  U-NII-3
(not in ETSI)

/

Y

802.11a/n/ac/ax

ATCRA
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What is the Problem?

® Existing 2.4 GHz and 5 GHz spectrum is congested
" | egacy clients

= No way to use 80 or 160 MHz channels

UNIE-1 UNII-2A UNB-2C UNII-3

MEXESHICIORIRg NSRBI 2022

! NMOEESERRROA0RRA g

. § T TR RATEYACTS
WO ian s o 22 R et EHISITAO M 2 NE
VWSTORE: .:.neﬁi RSB0, VBRI ECE BN AP T2 areg |1 15 P

) )
EXHIBITION_WIFI == .quengdu T3 J.xa = Lo ””'U Ve E22

EXHIBITION_WIF| ) A ‘ | EX RS ot s BE0s! %?m% ‘W@t& W.L:

=z w,..w Y=, j ’
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emulcaey 8 & G Qo T

MHz MHz MHz MHz MHz

United States IS 5920 Mz chamels AAAAAAAMAAAAARNAAAARRAAR AMMARAAAAAARRARDR
Canada 29 x 40 MHz channels g..mnm.. ““..“

S Korea l I
R R | | T T |

0. ;
@5 7160 MHz channels ---—- |

5925 6425
MHz MHz

wsoweorsn MMMMMMMMMMNE,
- Central Frequency o irs z channe
EUrOG/CEPT pegr 1240 MiHz channels sllllllllllll > Staring at 5925 Mz +
Most APAC T 20 MHz of guard band +
6 x 80 MHz channels = -“- 10 MHz to get to the center of the first 20 MHz

500 MHz R channel
3 x 160 MHz channels | °

| U-NII-5 §

ATCRA
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Wi-Fi 6E

ATCR
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Global availability of 6 GHz

band for Wi-Fi

Source:

Sensitivity: Internal

B Adopted 59257126 M-z

W Adopled 5925/456425 MMz,
ond evalualing 6425-7125 MH:

B Adopted 5926-6425 MH:
Recommended 59256425 Mz

Under consultation

https://6ghz.info

Reglon2 E

Roglon 1

ATCRA



Industry’s best & broadest Wi-Fi 6E portfolio

Indoor Access Points

Outdoor Access Point

ATCR



RF Design considerations

- AP antenna patterns at 6GHz are similar to 5GHz

- AP coverage between 5GHz and 6GHz will be similar, especially in open
spaces BUT it does require to compensate with power > 3dB higher in 6GHz

e MRRRTTTTT] 5GHz @40 MHz 11dbm
| © 6GHz @80 MHz 14 dbm

RF- tool prediction

- With brick walls, elevator and other environments, you would probably need
to measure and add few APs

Sensitivity: Internal



Where are we then on 5 and 6 GHz
assumptions?

Q1: Can a co-resident 6 GHz radio provide the same coverage as the 5 GHz cell
while dramatically increasing performance?
A1l: Yes!

Q2: Can a one for one replacement of Wi-Fi 6/5 APs with Wi-Fi g
6E APs be achieved?

A2: Yes!

*Assuming 1.2 - 2k f2 (140-190 m?) of average AP
density, carpeted office normal ceiling (3 m /10 ft)

ATCRA
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New Gear!!! Wi-Fi 6E Measurement !

Ekahau Sidekick 2
e 24,5, 6 GHz -

 Ekahau Al Pro
-

« Ekahau Analyzer

Hamina Nomad
e 2.4, 58& 6 GHz
« Hamina Onsite App

NetAlly Aircheck G3 Pro
. 2.4.5, 6 GHz
* NetAlly Link-Live

2

ATCRA
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Wi-Fi 6E Security

Wi-Fi 6E uplevels security.

? \ WPA3 L2 Security: OWE,
a SAE*, 802.1x-SHA256

WPA3 and Enhanced Open
Security made mandatory
for Wi-Fi 6E certification.

WPA3

No backward compatibility .. Requires Protected
with Open and WPA2 ' E . Management Frame (PMF)
Security. - in both AP and Clients.

' AKM Authemcaton and Key Management '
SAE-H2E (Hash to Element) Method Supported. : OWE = Opportunistic Wireless Encryption

(Hunting N Pecking) - Not Supported - SAE » Simultanecus Authentication of Equals !

! SHA-256 » Secure Hash Algorithm (SHA) 256 bit !
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Wi-Fi 6E Device Support

2000

1500

1000

500

Q2'2023: Public (Wi-Fi 6E + Wi-Fi 7) Tracker History (All Devices)

792

1H'22
(Q2'22)

PCD

» Phone

+59%

1262

50
136

2H'22
(Q4'22)
AP TV

TOTAL

+64%

2064
o9
205

113

1677

1H'23
(Q223)

+38%
+51%

+72%

Source: 11105 /v

Sensitivity: Internal

Xiaomil

> .
N
-t

' f
I

’ -reaches-67-devices/
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Wi-Fi 7 & 802.11be in 1 slide

6 GHz Wi-Fi with Wi-Fi 6E is mature

ATCR
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Wi-Fi 7 Security

Wi-Fi 7 brings new AKM support for WPA3-SAE and new increased ciphers for OWE & SAE
WPA3 /OWE mandatory for EHT (11be MCS rates) & MLO

Older Wi-Fi 6E (6 GHz) Wi-Fi 7
Open OWE OWE

(AKM: 18) (AKM: 18)

(Cipher: CCMP 128) (Cipher: CCMP-128 or GCMP 256)
WPA2/WPA3 Transition/ WPA3-SAE (Personal), WPA3-SAE (Personal),
WPA3-SAE(Personal), PMF Mandatory PMF Mandatory
PMF Optional (AKM: 8 & 9) (AKM: 24 & 25)
(WPA 2 - AKM - 2, 4 & 6) (Cipher: CCMP 128 or AES) (Cipher: CCMP128 or GCMP 256)

(WPA 3 - AKM-88&9)
(Cipher: CCMP 128 or AES)

WPA/WPAS Transition/ WPAZ3 Enterprise, WPAS3 Enterprise,
WPA3-SAE Enterprise, PMF Mandatory PMF Mandatory

PMF Optional (AKM: 3,5, 11 & 12) (AKM: 3,5, 11 & 12)

(AKM 1, 3& 5, 11 & 12) (Cipher: GCMP 128 & GCMP 256) (Cipher: GCMP 128 & GCMP 256)
(Cipher: AES, CCMP 128, GCMP128

GCMP256)

Cipher: GCMP 256 - Better Encryption & Speed; AKM: Better security

ATCRA
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Wi-Fi 7 Certified Client List

As of May 20, 2024

+  Windows:
« Wi-Fi 7 support planned in Windows
11 version in , Second Half of 2024
*  Current support Only in Insider
Preview Program (Canary and Dev

Channels )
«  MAC:
* No support yet.
« Android:
«  Support available in Android 13 or
greater
« ChromeBook:

» Available 2H, 2024

4_ A “,l.‘u;- . O - — 0

https://www.wi-fi.org/product-finderresults 7sort_by=certified&sort_order=desc&categories=1,2,3,5,6,7&capabllities=16528&certifications=1275

ATCRA
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On Multilink Operation (MLO)

Sensitivity: Internal

Client (STA) connected on multiple bands to the same AP, not to
multiple APs (that is Wi-Fi 8)

MLO is most likely going to be 2 band on clients - not 3 band

Single radio client - EMLSR on two links. ((‘l’))
Band-isolation on clients between 5 and 6 determines MLO ‘ | |
capabilities; so some clients might “only” do 2.4 + 5, 0or 2.4 + 6

in MLMR-STR ]

Devil is in the detail: Single radio (SR) vs Multi radio (MR). STRvs  MLO
EMLSR

Same AKM across all links in an MLO Group (!).

ATCRA



16 Spatial Streams

-
&
8

Won’t be supported in Wi-Fi 7
Will stay at max 8 spatial streams

Public docs refer to 16 spatial streams

ATCR



Wi-Fi 7 - 320 MHz Channel Width

5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz
=
United States IS 5920 MHz chamels | mnnmmmnmnn mmnmmm |
Canada 29 x 40 MHz channels |
?Qli)%re,\sz l l 14 x 80 MHz channels :

0.$
Y& 7 x160 MHz channels

5925

6425
- 24 x 20 MHz channelthz lnumnmuulnuu Ve
v
Europe/CEPT prgg 12740 MHz channels §Illlllllllll N
ost 401G B 0o NN 'S 'S @ POSSIDIIty 7 (g

ol o e N T T —"

: ; 1x320 MHz channels SP -(US)
1 x 320 MHz channels _ ! 2%x320 MHz channels SP - (Canada)
. i U-NII-5

ATCRA
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/ Key takeaways:

1. Wi-Fiin 6 GHz is the paradigm shift.

2. Cisco has a full portfolio of products to help customers realize 6 GHz

Wi-Fi today.
3. Wi-Fi 7 certification just got available; understand what features are |
certified. J L ]
4. Short to mid-term, Wi-Fi 7 brings only slight benefits in the enterprise
vs 6E.

Plan for security upgrade. Client interop will be key!
Plan for more than 30W per port, and plan for more than 1 Gbps per
port.

7. lIsn’t quite ready for enterprise yet ...

ATCRA
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IEEE 802.11bn

The goal of 802.11bn is to reach 100 Gbps

Wi-Fi generations V-T-E T
e Maximum | Radio speeds. This Is faster than copper Ethernet
stanaar (Mbls) | (GHz) retrofitting ceiling-mounted access points with
(WI-Fi 07) | 80211 1997 12 24 single-mode optical fiber.
(Wi-Fi 19} | 802.11b 1999 1-11 2.4
(WE-Fi ) | 802.11a 1999 5 802.11bn will require more advanced antennas
6-54 : :
(WiFi 7 | 802110 2003 ” 4 for channels above 6 GHz which are used in
802.11be and lower. 42.5 GHz and 71 GHz
Wi-Fid | 802.11n 2009 6.5-600 245 T .
require line of sight and cannot penetrate walls.
WiFiS | 80211ac 2013 6.5-6937 5 Outdoors, 802.11bn will be attenuated by rain,
Wi-Fi 6 245 i i i icati
_' .' 207 11ax 209+ 0.4-9608!"] - as |§ experienced l?y satellite commgnlcatlons.
Wi-Fi 6E 24,5, 6l°] Multiple access point (AP) coordination and
Wi-Fi7 | 802 11be | expected 2024 | 0.4-23059 24 5 62 transmission
Wi-Fi8 | 802.11bn | expected 20281°1 | 100,00014] 2.4 5 6[°] « Millimeter wave (mmWave) frequencies
*Wi-Fi 0, 1, 2, and 3 are named by retroactive inference. e Low Iatency

They do not exist in the official nomenclature [e1[71[8]

ATCRA
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https://en.wikipedia.org/wiki/Single-mode_optical_fiber
https://en.wikipedia.org/wiki/Rain_fade
https://en.wikipedia.org/wiki/Satellite
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Is VPN Really Dead and Replaced by
Zero Trust Network Access (ZTNA)?

VPN vs ZTNA

Requires VPN client software No client software required *

Posture assesed once at VPN Posture assesed at each application
authentication access

ATCR



Cisco Secure Access

Capabilities view

Cisco Secure Access

O | —Coeat= L >
ZTA & VPNaaS \ @ >

Remote Internet/
Managed _DNS L3/4/7 || Web DLP Cloud-3c0ess SaaS

6’ Clientless {1* ‘ %

Remote Unified SSE Solution Backhaul
Unmanaged Access . I:‘L:'-:"‘"n’.‘y' 11'1-::' pasture L0 private
* Linihed Policy apps
Digital Device » Cloud-native
goo Expernence ZTA * Magnetic Desian

ooo - mgmt

Gl o : :

Secure Access PoPs

»

Branch,
hybrid work, —{ SD-WAN
loT Private Apps

L. Users 4.

Secure Access
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Secure Private Access S
via VPN

Internet/SaaS

POPs in Public Cloud and Cisco Edge Data Centers

DCjColo/
Branch

Benefits SAML 2.0 + cert-basad authentication Start before logon
o Posture verification {(optional) S
Trustad Network Detection Granular context-based control

ATCRA
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Cisco Secure Client

« Suite of security service enablement modules

@ AnyConnect VPN (Core) — @ O sl S
(V)

shorofle - T1S - Ao Select Neare Dscornect
ZTA Module
\ 00:00:53 {6 Days 23 Hours Remainng) Pt

Secure Endpoint (AMP)
Roaming Module
Thousand Eyes (No Ul)
Cloud Management Module (No Ul)

Diagnostic and Reporting (DART)

Sensitivity: Internal



Secure Private Access A
No VPN, No Client

—

Browser

POPs in Public Cloud and Cisco Edge Data Centers DC/Colo/

Branch

Secure Firewall

ZTNA
Capabilities Cllentiess Least privileged user access
App-specific access Reduced threat surface
Undiiscoverable IP address

ATCRA
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Key takeaways

4

T T

Both VPN and ZTNA have their strengths and

weaknesses. Despite claims of VPN obsolescence.

Both technologies can be effectively utilized to
establish a secure architecture with Zero Trust
Principles.

Evaluate and select the most suitable solution for
your organization.

Contextualize the technologies and consider their
implementation based on your organization's
specific requirements and objectives.

ATCRA
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