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MFA-strategy in an AI 
world
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● The rise of AI in cyber fraud

● The risks of cyber fraud

● The role of authentication

● Key takeaways 

Overview
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1. Comcast, Business Cybersecurity Threat Report, 2023
2. Bloomberg, FTC’s Khan Says Enforcers Need to Be ‘Vigilant Early’ With AI, 2023

US FTC’s Khan says Agency already seeing AI used 
to ‘turbocharge’ fraud, scams2

The rise of generative AI 
in cyber security

+80%
Cyber attacks start 
with phishing and will 
grow with AI-driven 
phishing attacks1

https://business.comcast.com/community/browse-all/details/2023-comcast-business-cybersecurity-threat-report
https://www.bloomberg.com/news/articles/2023-06-02/ftc-s-khan-says-enforcers-need-to-be-vigilant-early-with-ai?leadSource=uverify%20wall
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Today attackers don’t hack in, they login
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Campaigns only need to be fractionally 
better for huge gains. Some reports show 
spear phishing click rates at over 50%1.

The business of faking it

1 StationX, Top Phishing Statistics for 2024: Latest 
Figures and Trends, 2023

Phish-as-a-service toolkits are getting better.  User vigilance is not enough

50%

Growing number of phishing toolkits 
available. The bar to entry for 
phishing is lower than ever2.

469

2 Quick, cheap and dangerous: how scammers are creating 
thousands of fake pages using phishing kits

5

https://www.stationx.net/phishing-statistics/
https://www.stationx.net/phishing-statistics/
https://usa.kaspersky.com/about/press-releases/2022_quick-cheap-and-dangerous-how-scammers-are-creating-thousands-of-fake-pages-using-phishing-kits
https://usa.kaspersky.com/about/press-releases/2022_quick-cheap-and-dangerous-how-scammers-are-creating-thousands-of-fake-pages-using-phishing-kits
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1. Verizon DBIR 2023
2. Business Insurance, Hospitality sector steps up risk controls as cyber, other threats rise, February 2022

increase in cyber
 insurance rates2

Verizon DBIR 2023 ..81% of 
hacking related breaches 
caused by weak or stolen 

passwords of which 74% were 
influenced by human-related 

factors1 

74% 200-
300%

The human element is the 
target!

6

https://www.verizon.com/business/en-au/resources/reports/dbir/
https://www.businessinsurance.com/article/20220201/NEWS06/912347585/Hospitality-sector-steps-up-risk-controls-as-cyber,-other-threats-increase
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Any form of MFA is better than none, but 
. . . 

Not all MFA is created equal
● Convenient forms of MFA can be 

phished

Ease of use encourages adoption

Remove reliance on user vigilance
● AI is convincing

Strong authentication to safeguard credentials

7

Ease of use

Se
cu

rit
y

Phishable 

Phishing-resistant 
Security Key

(Passkey)

Highest Security 
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Human elements - secure by design 
Since 2014

1960s 2014 2019 2022

Multi-factor/
Passwordless

Multi-factor/Passwordless 
(device bound or syncable)

Second factor

PassKeysUsernames 
and passwords

FIDO U2F
Phishing-resistant 

second factor

FIDO2/WebAuthn
Phishing-resistant

Login

8
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Reactive Response
(Assume Breach)

Mitigation - Reactive or proactive?

9

Proactive Response

● More Training
● Cyber insurance
● Convenient MFA 
● Greater fines

● Adopt Zero Trust 
● Leverage tech that removes 

reliance on vigilance of the user 
● Deploy phishing resistant MFA
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What exactly is phishing-resistant MFA?

Based on trust 
relationship

Registration 
process needs to 

be protected

No shared 
secrets

Which could be 
easily stolen

Possession 
based

Private keys are 
securely stored in 
something I have

Know the 
transacting 

parties 

Both user and 
relying party are 
aware of each 

other

User Intent

User acts on a 
known initiated 
authentication 

request

10
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Familiar human elements facilitate adoption

Knowledge
Familiarity
Simplicity

Present
Vigilance

Trust

Biometric
Touch

User Intent

Without reliance on the vigilance of the user*
*NIST SP800-63B

11

https://pages.nist.gov/800-63-4/sp800-63b.html#verifimpers
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Key takeaways

12

AI and the usage of 
tools will be an 
accelerator for 
phishing campaigns. 

No amount of user 
training can keep pace 
with the rate of 
sophistication available 
to attackers. 

Organizations need to 
focus on what is effective: 
phishing-resistant systems 
& users.

1 2 3
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yubico

Thank you!
Questions / Comments

Email: fredrik.hallberg@yubico.com


