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Advanced Threat Analysis in the age of
AI and Malware Evasion

The right tool for the job:
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Humans are good at using tools 

as long as they solve a problem.
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“We can be blind to the obvious, 

and we are also blind to our blindness.”

Daniel Kahneman | Author of Thinking Fast and Slow

Nobel laurate in Economics
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Problems of the industry

Cyber
poverty

Malware
& Threat Intelligence

Analyst
workload
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Cyber poverty as a reality

* https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

of organizations 

encountering human-

operated ransomware had 
fewer than 500 employees

The Cyber Poverty Line

Unsettling questions:

1. Do our organization have the resources for adequate defense?

2. What is the weight carried by SOC analysts?

70%
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Malware threat landscape

the most common action threat actors 

took on victim networks is 
deployment of malware

43%

* IBM X-Force Incident Response Data

of the investigated incidents
involved malware

56%

* Palo Alto Unit 42

* Mandiant M-Trends
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Active since 03/2022

Successor to BazarLoader

Acts as a loader for other malware

Bumblebee | The story of a malware evolution

Unique and customized packer

Novel hooking method

Numerous evasion techniques
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Bumblebee | Evasion effort in action

3/2022

5/2022

> 35 evasion techniques

11/2022

1/2023

> 50 evasion techniques
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Phishing | Legit-apps abused to push malware

Hiding in plain sight on GitHub CDN

- Generated link for a file attachment

- Looking like it was published by Microsoft

Comment 

with a file 
attached

Legit-look

URL to push 
LUA Malware

Bypassing Email Security Tools 

checking only URL reputation
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How to keep up: malware analysis capability
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How to keep up: Machine Learning in action

sherlockhq[.]github[.]io



1212

Inefficiencies of Alert Handling

Validation
 Credibility

 Potential impact

Enrichment
 Multiple tools

 Web research

 Manual correlation

Alerts Cost
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Analyst Experience

Cognitive
Load

Hard
Decision-Making

2
Manual
Effort

1 3

Delayed
Response
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Solution perspective

Replace your 
SOC analysts 
with AI

Augment SOC 
analysts with the 
right tools  

Malware analysts
Reverse engineers

Time-consuming analysis
Skills shortage

Automated malware analysis
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Anti-evasive automated sandbox vs AI
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Advanced Threat Analysis + SOC Tools

Verdict
Malicious

Threat Classification
Spyware / Amadey

IP
77.91.124.1

IOC
http://

alphastand.top

VTI
Defense Evasion

Anti-Analysis

ContextLive Response

Incidents Alerts

Microsoft Defender
for Endpoint

SOC Dashboard

Response Actions

•  Isolate Endpoint

•  Block IOCs

•  Quarantine File

Windows
Endpoints

Report

Suspicious
process
detected!

Dynamic
Analysis

VerdictReputation /
Static Analysis
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Advanced Threat Analysis + SOC Tools

Live Response

Incidents Alerts

Microsoft Defender
for Endpoint

SOC Dashboard

Response Actions

•  Isolate Endpoint

•  Block IOCs

•  Quarantine File

Windows
Endpoints

Report

Suspicious
process
detected!

Dynamic
Analysis

VerdictReputation /
Static Analysis

Verdict
Malicious

Threat Classification
Spyware / Amadey

IP
77.91.124.1

IOC
http://

alphastand[.]top

VTI
Defense Evasion

Anti-Analysis

Context

SOC Automation

AI Models

Accurate
Threat Data



Advanced Threat Analysis + Email Security
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User Looks suspicious

SOAR Security
Team

Verdict IOCs

Email 
Gateway

Password-
protected file

Evasive
malware

Advanced URL 
Delivery Chains

Emerging
malware

Threat
Hunting

IR MAILBOX

1

2

Emails unpacked, attachments/URLs extracted  

3

1

2

3

Suspicious emails are forwarded to VMRay FinalVerdict for automated in-depth analysis...  

Users forward emails that look suspicious to get fast and accurate verdicts..  

IOCs and TTPs extracted from malicious samples are used for effective threat hunting
via integrations with SIEM/SOAR and EDR tools.



1919

Key Takeaways

Evolving threats
demand

advanced analysis

Data quality and
accuracy is critical

both for
automation and AI

AI complements,
not replaces, 

human expertise

1 2 3
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Free for Community

For millions of malware sandboxing 

reports, check out our community portal:
threatfeed.vmray.com

http://vmray.com/
http://vmray.com/
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Fortune 100

Largest companies

17
Top Tech Giants

of the world

4 of 5
Leading Banks

& Financial 

organizations

82
Government

organizations

74
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Empower security teams with the best-of-breed

Files URLs Emails

Definitive Verdicts In-Depth Analysis

On-premise Cloud
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Uncover the threats
of today & tomorrow

Aimed at detecting 
unknown, targeted & evasive threats

Turn complexity
into clarity

30+ technologies to improve analysis & 
generate clear insights

Expand to 
new use cases

Automate security tasks with 
speed & scale

3 ways we lead innovation in advanced threat detection
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5 Reasons why VMRay is different

Uncover the threats

of today & tomorrow

In-depth & complete

visibility

Noise-free

results

Automation

at large scale

• Best-in-class detection against 

unknown, targeted, & evasive 

threats

• Evasion-resistant analysis 

• Human & system activity simulation

• Clear reports & reliable IOCs

• Upskilling security teams

• Curate your own Threat Intel

• Multi-use

• Integrate with other tools

• Improve SOC efficiency

Privacy

for enterprises & governments

• Your data is only yours

• Cloud, private cloud, on-premise deployment

• Choose the duration & location of data hosting
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Supporting security teams at every stage of SOC maturity

I N - DEPTH A NALYSIS E D R – X DR S E CURIT Y 
A UT OMATION

T HREAT 
I N T ELLIGENCE

E MAIL

Incident Response

Threat Hunting

Detection Engineering

Alert Enrichment Alert Investigation Phishing Investigation

User-reported Phishing

SEG Augmentation

Threat Intel Generation

M AL WARE A N ALYSIS

P H ISHING A N ALYSIS
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M
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 U
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INTEGRATIONS


